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1. Paragraph Numbers [0006] to [0014] in "Detailed 

Description of the Invention" 

[0006] 

After conducting intensive studies on how computer 
viruses can intrude into a computer system, the present 
inventors have discovered that providing a read-only 
storage area in a portion of a rewritable information 
recording medium and including a virus check program as 
device driver software into the read-only storage area is 
particularly effective not only in protecting the data 
stored in the rewritable data recording area from computer 
viruses but also in preventing computer viruses from being 
spread to other computer systems, and have completed the 
present invention based on this discovery. 
[0007] 

That is, the information recording medium of the 
present invention, which achieves the above object, has a 
rewritable data recording area and a read-only storage 
area, wherein at least a portion of a virus check program 
which, upon occurrence of a write instruction to the data 
recording area, issues an instruction to a computer to 
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check for the presence of a computer virus is recorded as 
device driver software in the read-only storage area. 
[0008] 

Further, the data recording method for a computer 
information recording medium according to the present 
invention is characterized in that the information 
recording medium has a rewritable data recording area and a 
read-only storage area, and in that at least a portion of a 
virus check program is recorded as device driver software 
in the read-only storage area and, upon occurrence of a 
write instruction to the data recording area, the virus 
check program checks for the presence of a computer virus, 
thereby preventing the data recording area from being 
infected with a computer virus. 
[0009] 

The phrase "to check for the presence of a computer 
virus" used in this specification means either checking if 
a computer virus is included within a particular program or 
data, or checking if a particular instruction issued to the 
computer system is an instruction issued by a computer 
virus, or both. 
[0010] 

Further, the "device driver software" refers to a 
program which, for example, like a front-end processor 

(FEP), a clock program, a calculator program, or the like, 
is loaded into the computer main memory when the computer 
is started up, and remains in the memory thereby adding 
functionality not provided by the computer controlling 
operating system, to the computer system. 

[0011] 

If the virus check program that issued the instruction 
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to check for the presence of a computer virus has detected 
that a computer virus is included in the program or data to 
be written to the data recording area, a notification to 
that effect is, for example, displayed on the screen to 
notify the user and, at the same time, the writing of that 
data is inhibited. Further, if a particular instruction is 
judged to be an instruction issued by a computer virus, a 
notification to that effect is, for example, sent to the 
user and, at the same time, that instruction is removed. 
With these instructions, computer virus intrusion and its 
effects can be prevented. 
[0012] 

The whole virus check program may be recorded as a 
single piece of device driver software, or alternatively, 
it may be recorded by being divided into two sections, for 
example, a device driver section which detects the 
occurrence of an external data write and an application 
section which is activated by the device driver section 
when the occurrence of an external data write is detected. 
One or the other, whichever is suitable, can be chosen by 
considering the main memory capacity of the computer 
system, the speed required for data recording, etc. 
[0013] 

Since the whole virus check program is recorded in the 
read-only storage area, the program can be prevented from 
being accidentally erased by the user or from being 
destroyed by a computer virus. Accordingly, as long as the 
information recording medium is started up by the computer 
system, the program constantly checks external data to be 
written to the data recording area and its write 
instruction, so that computer virus intrusion and its 
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effects can be prevented. 
[0014] 

[Mode of Operation] Since at least a portion of the virus 
check program that issues an instruction to check for the 
presence of a computer virus is recorded as device driver 
software in the read-only storage area, the virus check 
program works during the operation of the computer system 
to block computer viruses from entering the rewritable data 
recording area or affecting the data recorded therein. In 
this way, the information recording medium not only can be 
protected from computer viruses but can also be prevented 
from spreading computer viruses, regardless of the user's 
awareness of computer viruses. 

2. Paragraph Number [0023] in "Detailed Description of the 
Invention" 

[0023] 

For the above purpose, the first program section 
contains pattern data about the patterns of typical or 
various known viruses, and compares the pattern contained 
in the external data against the pattern data. The 
information recording medium can be configured so that any 
new computer virus known after the manufacture of the 
recording medium can be added as additional pattern data to 
the MO area of the recording medium. 

3. Paragraph Number [0031] in "Detailed Description of the 
Invention" 

[0031] 

According to the virus check program of the above 
embodiment, since the possibility is eliminated that 
external data containing a virus may enter the MO area or 
that the system data, etc., in the MO area may be altered 
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directly by an external instruction before the user is 
aware of it, programs and data recorded in the MO area of 
the information recording medium can be prevented from 
being destroyed by computer viruses. Since the virus check 
program performs the virus check without requiring the user 
to perform any extra processing, the operation can be 
performed without giving any burden to the user. 
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[Translation of the Drawing] 
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(57) Abstract: 

PURPOSE: To protect data recorded in the information 
recording medium from being broken down by a computer 
virus. 

CONSTITUTION: The information recording medium such 
as a magneto-optical disk, etc., is provided with a 
read-only storage area in which a virus check program is 
recorded as a device driver software. When a command 
•far writing external data is generated in a rewritable 
data recording area 2 of the information recording 
medium, whether a computer virus exists in its external 
data or write command or not is checked by this virus 
check program. The virus check program is recorded in 
the read-only storage area 1 by a manufacturer of the 
information recording medium, therefore, there is no 
possibility of infection of a virus, and also, when a 
computer system is operated, Ht rises automatically, 
therefore, a burden for a processing is not imposed on a 
user. A breakdown by the computer virus of data recorded 
in the information recording medium, and expansion of 
the computer virus through the medium of this 
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